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Contact Information: 

Security Point of Contact (POC): Security Team

Devang Ajmera, Facility Security Officer
Email: devang@enconcorp.org
Phone: (240) 417-9514

Alexandra Jean, Assistant Facility Security Officer
Email: alexi.jean@enconcorp.org
Phone: (240) 443-2378


1. System Identification 

· System Name: Contractor IT Systems – Multiuser Standalone Systems 

· System Description: 
This system comprises laptops, mobile devices, Wi-Fi routers, and other IT assets operated within the organization. ENCON Desbuild JV3 operates an IT environment that supports project management, financial systems, and federal contract execution.
· This system processes, stores, and transmits Federal Contract Information (FCI), which includes information relevant to construction and program management activities.

· System Unique Identifier: 
S100039984

· Environment: 
Non-federal with limited, role-based access to authorized contractor personnel.

· System Categorization: 
Moderate level per FIPS 199 (Federal Information Processing Standards) - based on confidentiality requirements of Federal Contracts
· Confidentiality: HIGH
· Integrity: MODERATE
· Availability: MODERATE
· Impact Level: HIGH





2. System Owner 

· Organization: ENCON Desbuild JV3 LLC 
· Owner Name: Devang Ajmera
· Title: President
· Email: devang@enconcorp.org
· Phone: (240) 417-9514


3. Purpose of the System 

To support administrative, engineering, and program management functions related to the Federal Government Projects. The system supports communication, document storage, reporting, and documents handling compliant with Federal Government.


4. Authorization Boundary 

The authorization boundary includes all devices and software platforms used to process Federal Government documents, including: 
· Laptops/desktops used by staff 
· Wi-Fi routers (secure, encrypted) 
· Printers/scanners (if networked) 

Cloud services (e.g., SharePoint, Microsoft 365) are outside the physical boundary but are included logically if accessed from these devices and covered by FedRAMP Moderate equivalency.


5. Data Type Handled

Federal Contract Information 
Project documents (drawings, RFIs, submittals)


6. Users & Roles

· IT Administrators
· Office Staff (~10 users)
· Field Staff (~5 users)
· Management
· Limited external collaborators (controlled access)

7. Security Requirements (NIST SP 800-171 Rev. 3) 

Below is a summary of how the (17) NIST 800-171 families are addressed in the system:

1. ACCESS CONTROL (AC)

· AC.L1-3.1.1 – Limit system access to authorized users
System access is restricted to authorized users through Active Directory accounts and role-based permissions.
· AC.L1-3.1.2 – Limit system access to authorized processes
Only approved applications and services are allowed to run on company systems.
· AC.L1-3.1.3 – Limit access to types of transactions/functions
Users are granted access based on job responsibilities using least privilege principles.
· AC.L1-3.1.4 – Control information flow
Access to FCI is restricted via SharePoint/ Onedrive permissions and controlled file sharing settings.


2. AWARENESS AND TRAINING (AT)

· All users complete annual cybersecurity and Documents handling training. 
· Additional briefings are provided upon onboarding and project start. 


3. AUDIT AND ACCOUNTABILITY (AU)

· Audit logs are enabled on systems. 
· Logs are reviewed bi-weekly and stored securely. 
· Alerts generated for unauthorized access attempts. 
· Retain logs for 1 year minimum. 


4. CONFIGURATION MANAGEMENT (CM)

· Baseline configurations applied for all laptops and reviewed quarterly. 
· Unauthorized software installation is prohibited. 
· All system updates and patches are tracked. 




5. IDENTIFICATION & AUTHENTICATION (IA)

· IA.L1-3.5.1 – Identify users
Each user is assigned a unique account.
· IA.L1-3.5.2 – Authenticate users
Users authenticate via Active Directory credentials with password policies enforced.
· MFA implemented using secure mobile apps.
· Passwords comply with NIST password guidelines.


6. INCIDENT RESPONSE (IR)

· Incident Response Plan in place, aligned with NIST SP 800-61. 
· Users are trained to report incidents immediately. 
· All incidents involving Federal Documents handling are reported to ISSO. 


7. MAINTENANCE (MA)

· Federal Documents are stored on encrypted drives (AES-256).
· Media is sanitized or destroyed in accordance with NIST SP 800-88.
· No use of personal USB or storage devices.


8. MEDIA PROTECTION (MP)

· MP.L1-3.8.1 – Protect media containing Federal Documents
Federal Documents are stored in controlled systems (SharePoint, Onedrive) with access restrictions.


9. PHYSICAL PROTECTION (PE)

· PE.L1-3.10.1 – Limit physical access to systems
Office access is restricted to authorized personnel.
· PE.L1-3.10.2 – Protect and monitor physical access
Physical access is monitored through office controls (locks, supervision).





10. PERSONNEL SECURITY (PS)

· Background checks conducted on all staff with access to Federal Documents. 
· Terminated staff accounts are deactivated immediately. 

11. RISK ASSESSMENT (RA) 

· Annual risk assessments conducted. 
· Identified risks are documented and mitigated. 


12. SECURITY ASSESSMENT (CA) 

· Security controls are reviewed annually. 
· Findings are documented and reported to the ISSO.
· Remediation plans are created for identifying deficiencies. 

 
13. SYSTEM & COMMUNICATIONS PROTECTION (SC)

· SC.L1-3.13.1 – Monitor and control communications
Network traffic is controlled via firewall and restricted access.
· SC.L1-3.13.5 – Public access system separation
No public systems are used to store or process Federal Documents.


14. SYSTEM & INFORMATION INTEGRITY (SI)

· SI.L1-3.14.1 – Identify system flaws
Systems are updated regularly with security patches.
· SI.L1-3.14.2 – Provide protection from malicious code
Endpoint protection software is deployed on all systems.
· SI.L1-3.14.4 – Update malicious code protection
Antivirus/endpoint protection is updated automatically.
· SI.L1-3.14.5 – Perform periodic scans
Systems are periodically scanned for vulnerabilities and malware.

15. PLANNING (PL) 

· Update SSP annually or after major system or facility changes. 
· Includes roles and responsibilities. 
· Flow down requirements for subcontractors in contracts. 
· Include security planning in quarterly leadership reviews. 
16. SYSTEM AND SERVICES ACQUISITION (SA) 

· Security requirements in all vendor and subcontractor contracts. 
· Review subcontractor Technology Control Plans (TCPs) for compliance. 
· Software, hardware and services are from trusted vetted sources. 


17. SUPPLY CHAIN RISK MANAGEMENT (SCRM) 

· Track hardware serial numbers for accountability. 
· Validate laptops, server phones and removable media are from trusted sources. 
· Protect SBU/CUI by requiring suppliers to comply with NIST SP 800-171. 
· Only use licensed, validated software (no pirated or freeware). 


8. External Connections

· Microsoft 365 Cloud Services 
· Vendor communications via email
· All connections are approved and managed by IT.


9. Continuous Monitoring 

· Logs are reviewed and retained for a minimum of 90 days. 
· Systems are scanned for vulnerabilities monthly. 
· Compliance checklists reviewed quarterly. 


10. Plan of Action and Milestones (POA&M) 

A living POA&M document exists to track remediation of identified control gaps or deficiencies. This document is available to the ISSO upon request. 


11. Compliance Reporting 

This SSP is available upon request by the Information System Security Officer (ISSO) and will be updated immediately if: 
· There are changes to the system boundary.
· Security incidents occur. 
· New staff are onboard 
12. Attachments 
· Attachment A: Network Diagram 
· Attachment B: Asset Inventory List 
· Attachment C: Incident Response Plan 
· Attachment D: User Training Logs 








Devang – Please attached Network Diagram, Asset Inventory List, User Training Logs Here after this page.










































Attachment C: Incident Response Plan (ISP)













INCIDENT RESPONSE PLAN (IRP)

1. Purpose 

The purpose of this Incident Response Plan is to establish procedures for detecting, reporting, analyzing, containing, eradicating, and recovering from cybersecurity incidents that may affect ENCON Desbuild JV3 LLC Information Systems. 


2. Scope 

This plan applies to all ENCON Desbuild JV3 LLC personnel, contractors, and subcontractors with access to Project Information Systems, data, or facilities. 


3. Objectives 

· Minimize impact of incidents on operations, contracts, and compliance. 
· Ensure prompt detection, reporting, and containment. 
· Support compliance with DCSA reporting requirements. 
· Maintain evidence for investigation and legal purposes. 
· Restore normal operations quickly. 


4. Roles and Responsibilities 

· Incident Response Team (IRT) Lead / Facility Security Officer (FSO): Coordinates overall response. 
· IT Security Manager: Leads technical response. 
· HR Manager: Ensures insider threat and personnel concerns are addressed. 
· COO / Director: Provides executive decision-making. 
· All Employees: Report suspected incidents immediately.


5. Incident Classification 

· Category 1: Unauthorized Access 
· Category 2: Malware / Ransomware 
· Category 3: Denial of Service (DoS/DDoS) 
· Category 4: Insider Threat / Misuse of Access 
· Category 5: Physical Security Incident affecting IT 
6. Incident Response Phases 

6.1 Preparation 
Maintain updated contact lists, monitoring tools, and training.

6.2 Detection & Analysis 
Monitor logs, alerts, reports. Verify incident and log details. 

6.3 Containment 
Isolate systems, disable accounts, apply temporary controls. 

6.4 Eradication 
Remove malicious code, patch systems, identify root cause. 

6.5 Recovery 
Restore from clean backups, validate systems, monitor issues. 

6.6 Lessons Learned 
Conduct post-incident review, update SSP and POA&M, train staff.


7. Reporting Requirements 

Internal: Immediate reporting to FSO. 
External: Report to DCSA via NISS within 72 hours. 
Law Enforcement: Engage as required. 


8. Communication Plan 

Use secure channels. Only authorized leadership may speak to external parties. 


9. Documentation 

Maintain records of incidents, actions taken, evidence collected, and reporting submissions. 


10. Testing and Training 

Conduct tabletop exercises semi-annually and full simulations annually.
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