Cybersecurity Maturity Model Certification (CMMC) Pre-Award Checklist

Subject: CMMC 2.0 Requirements for Request for Proposal (RFP) N4008023R0022-X017

This checklist is provided to guide Offerors in preparing for and demonstrating compliance with the Cybersecurity Maturity Model Certification (CMMC) 2.0 requirements applicable to this solicitation. All Offerors must meet the CMMC requirements outlined herein to be considered for contract award. Failure to provide the required documentation by the proposal submission deadline may result in your proposal being deemed non-responsive.

This contract requires the handling of Federal Contract Information (FCI). Therefore, the required CMMC level for this contract is Level 1.

	Pre-Submission Requirements & Checklist

	Status
	Action Item
	Description

	
	Confirm SPRS
Submission
	Perform a self-assessment against the NIST SP 800-171 https://csrc.nist.gov/pubs/sp/800/171/r3/final. Post the resulting summary level score in the DoD's Supplier Performance Risk System (SPRS) at https://www.sprs.csd.disa.mil/. Your SPRS entry must be current (within the last three years).

	
	Develop System Security Plan (SSP)
	Develop and maintain a System Security Plan (SSP) that fully describes how your organization's information system architecture and security policies meet the 110 controls of NIST SP 800-171. This plan must be comprehensive and current.

	
	Develop Plan of Action & Milestones (POA&M)
	If your self-assessment identifies any security controls that are not yet implemented (resulting in an SPRS score below 110), you must create a detailed Plan of Action & Milestones (POA&M). The POA&M must specify the un-implemented controls, your planned approach to correct them, necessary resources, and a timeline for completion.

	Required Documentation for Proposal Submission

	Status
	Action Item
	Description

	
	SPRS Summary Report
	Provide a dated screenshot or PDF printout from SPRS showing your organization's summary level score for NIST SP 800-171 compliance.

	
	System Security Plan (SSP)
	A complete copy of your current SSP as described in DFARS 252.204-7012.

	
	Plan of Action & Milestones (POA&M)
	If your SPRS score is less than 110, provide a complete copy of your current POA&M. If your score is 110, this is not required.




By submitting a proposal in response to this RFP, the Offeror acknowledges and certifies its understanding of the CMMC requirements as stated herein. The Offeror confirms that all information provided is accurate and that it will achieve the required CMMC Level 1 Certification by the time of contract award.



__________________________	__________________________	___________________	      ___________
Signature of Authorized Official		Printed Name			Title			Date
This checklist is for guidance only. It is the Offeror's sole responsibility to understand and comply with all applicable DFARS clauses and CMMC program requirements. To find an accredited C3PAO, visit the Cyber AB Marketplace at https://cyberab.org/marketplace.
